HNudopmanmoHHasi IaMATKA IS HECOBEPLICHHOJIETHUX 110 BOIIPOCaM
KHOep0e30NacHOCTH

B cetu «HTepHe D

KOMII])IOTeprIe BUPYChI

KoMnbroTepHBIE BUPYC - 3TO Pa3sHOBUIHOCTH KOMIIBIOTEPHBIX MPOrpamM,
OTJIMYUTENIbHOW OCOOEHHOCTBIO KOTOPOU SBIIAETCS CIIOCOOHOCTh K Pa3MHOKEHUIO
(konupoBanuio). B nomnosHeHWe K 3TOMY, BHUPYChl MOTYT TOBPEIUTH WM
IOJTHOCTBIO YHUUTOKUTh BCE (Daiiiibl M JaHHBIE, TOAKOHTPOJIBHBIE TI0JIB30BATEINIO,
OT UMEHHU KOTOPOro ObliIa 3amylieHa 3apak€HHas IPOrpaMMa, a TaKkKe MOBPEAUTD
WINA AK€ YHUUTOXXUTh ONEPALMOHHYIO CUCTEMY CO BceMHu (aitamu B uenom. B
OOJIBILIMHCTBE CIIy4aeB PacHpOCTPAHSAIOTCS BUPYCHI Uepe3 UHTEPHET.

Metoabl 3alIUTHI OT BPeIOHOCHBIX POrPaMM:

1. HNcnonb3yid COBpEMEHHBIE OINEPALNMOHHBIE CHCTEMBI, WMEIOIINE
CEPBE3HBIN YPOBEHD 3aLUTHI OT BPEIOHOCHBIX POrPaAMM;

2. [locTosiHHO ycTaHaBiMBail matyu (UKU(POBBIE 3aIUIaTKH, KOTOPbIE
ABTOMATHUYECKU YCTAHABJIMBAIOTCA C LEIbI0 JTOPaOOTKM MPOrpamMMbl) U ApPyrue
OOHOBJICHHSI CBOEH oOmepallMOHHOW cucTteMbl. CkauuBaiéi WX TOJBKO C
opunmanbHoro caiita  paspaborunka OC. Ecium  CyliecTByeT  pexum
aBTOMATUYECKOT0 OOHOBJIEHUS, BKIIIOUH €T0;

3. Paboraii Ha cBOeM KOMIBIOTEPE IOJ IPaBaMM IIOJIb30BATElNsA, A HE
aJMUHUCTPATOpa. ODTO HE IMO3BOJIUT OOJBIIMHCTBY BPEAOHOCHBIX IPOrpamMm
MHCTAJUIMPOBATHCA HA TBOEM IIEPCOHAIBHOM KOMIIBIOTEPE;

4. Hcenone3yii aHTUBUPYCHBIE IIPOTPAMMHBIE IPOAYKTHI H3BECTHBIX
IIPOU3BOIUTEIICH, C aBTOMATHICCKUM OOHOBIICHHEM 0a3;

3. Orpannup (U3HYECKUN AOCTYNl K KOMIBIOTEPY ISl MOCTOPOHHUX
JIHLL;

6. Hcnonb3yil BHENIHWE HOCHUTENW WH(MOpPMAIUMHU, Takue Kak (Ielka,
JIUCK WK (aiin u3 aTepHeTa, TOJIbKO U3 IPOBEPEHHBIX HCTOYHHUKOB;

7. He otkpeiBaii koMnbloTepHBIE (haliiibl, MOJYUYEHHBIE U3 HEHAIAEKHBIX
MCTOYHUKOB. Jlaxke Te (ailsibl, KOTOpbIE MpHUCaN TBOM 3HAKOMBIN. Jlyunie yTouHu

y HEro, OTIIPaBJIsLI JIU OH TE€OE HX.

Cern WI-FI




C momompto WI-Fi MOXHO mOMyunTh OECIUIATHBIA HHTEPHET-IOCTYI B
OOIIECTBEHHBIX MecTax: Kae, oTessIX, TOPrOBbIX IIEHTpaxX U a’pornoprax. Tak xe
ABJISIETCS OTVIMYHOW BO3MOXKHOCTBIO BbIXOAa B MHTepHer. Ho MHOrHe skcnepTsl
CUMTAIOT, 4TO obuenoctynHsie WiF1 cetu He sSBISAIOTCS 0€30MaCHBIMHU.

CoseTbl 10 0€30IACHOCTH PA0OTHI B 001eA0CTYNHBIX ceTax Wi-fi

1. He nmepenaBaii cBoro nuuyHyr0 HHQPOpPMAIUIO Yepe3 OOIIEeI0CTYITHbIE
Wi-Fi cetu. PaboTas B HUX, KelNaTeabHO HE BBOJAUTH MAPOJU JOCTYyNa, JOTUHBI U
KaKue-TO HOMEPA;

2. Hcnonp3yit 1 OOHOBISAN aHTUBHUPYCHBIE MpoOrpamMmbl U OpaHaMayap.
Tem cambIM TbI 0Oe30macuIb ce0s OT 3aKaUKU BUPyCa Ha TBOE YCTPOMCTBO;

3. [Ipu ucnonb3oBanuu Wi-Fi otkmoun ¢ynknmuio «OOmuUNA 10CTyI K
¢daiinam u npuHTepam». JlaHHas (QYHKIMS 3aKpbpiTa MO YMOJYAHHUIO, OJHAKO
HEKOTOpBIE MOJIb30BATEIN aKTUBUPYIOT €€ 7151 y100CTBa HCIONb30BaHUsI B paboTe
i y4deoe;

4. He ucnone3yit myOnuunsii WI-FI nis mepenaum MHUYHBIX aHHBIX,
HaIpuMep, JUIsl BBIXOAA B COLUAIIBHBIE CETH MJIM B AJIEKTPOHHYIO MOYTY;

3. Hcnonp3yii Tonpko 3amuiieHHoe coenuHenue yepe3 HTTPS, a ne
HTTP, T.e. npu Habope BeO-anpeca BBOAU UMEHHO «https://»;

6. B moOunsHOM Tenedone otkioun pynkuuto «llogkmouenune k Wi-Fi
aBromatuuecku». He momyckail aBTOMaTMYECKOro MOJKIIOYEHUS YCTPOWCTBA K

cerssM Wi-Fi 6e3 TBoero corJjiacusi.

ConuvaJjbHbl€e CeTH

ConuanbHas CEThb - 3TO CANT, KOTOPBIN MPEAOCTABISACT BO3MOXKHOCTD JTFOJISIM
OCYILIECTBIIATh OOICHHE MEXay co0oii B mHTepHeTe. Yamie Bcero B HHUX IS
KKJIOr0 4YEIIOBEKa BBIJICISCTCS CBOS JIMYHAs CTPAaHWYKa, Ha KOTOPOH OH
yKa3bpIBaeT O cebe pasnuyHyr WHGOpPMAIWIO, HAYWHAS OT WMEHH, (pamwimu u
3aKaH4YMBas JIMYHBIMU GoTorpadusmu. MHOTHE MMOTH30BATEIN HE TTOHUMAIOT, YTO
uH(opMaIus, pa3MEIIeHHAas UMH B COIMAIBHBIX CETSAX, MOXET ObITh HalIeHa U
WCIIOJIb30BaHA KEM YTrOJHO, B TOM 4YHCJIE HE 00s3aTebHO C  OJaruMu

HaMCpPCHUAMMU.

OcHOBHBIE COBETHI M0 0€30MACHOCTH B COIUAIBHBIX CETAX:
1. Orpanuyb CHUCOK Japy3eil. Y TeOs B JIpy3bsix HE JOHKHO OBIThH

CIIy4alHbIX U HE3HAKOMBIX JIFOJIEH;



2. 3amumai CBOI YacTHYIO U3Hb. He ykaspIBail mapoiu, TenedoHsl,
ajpeca, JaTy TBOErO pOXICHUS M JPYryl0 JIMUHYI0  HHQOpPMAIHIO.
310yMBIIIUIEHHUKH MOTYT UCIIOIB30BaTh Jaxe WH(POpPMAIIMIO O TOM, KaK Thl U TBOU
POJIUTENH TUIAHUPYETE MPOBECTU KAHUKYJIBI;

3. 3amuiiail CBOI0 pernyTaluio - JIepKU € B YUCTOTE W 3ajiaBail cebe
BOIIPOC: XOTeJ ObI Thl, YTOOBI APYTHE MOJIB30BATEIN BUJIETH, UTO ThI 3arpyKaellib?
[Togymaii, mpexk/ie 4eM 4TO-TO ONMyOJUKOBATh, HANIUCATD U 3arPy3UTh;

4. Ecnu Thl roBopulllb C JIIOJIbBMHU, KOTOPBIX HE 3HAEIllb, HE HUCIOIb3YyH
CBOE peallbHOE UMS U JPYTYI0 JIMYHYIO HH(OpMaAIUMU: WMs, MECTO KUTEJIbCTBA,
MECTO y4eObl U IIPOYEE;

5. N36erait pazmenienust ¢potorpaduit B UutepHere, rae Tl H300paxeH
Ha MECTHOCTH, 110 KOTOPOH MOKHO OIPEJEINTh TBOE MECTOIIOJIOKEHUE;

6. [Ipu peructpauuu B COLMAIBHOM CETH HEOOXOAMMO HCIOIb30BATh
CJIO’KHBIE TTAPOJIH, COCTOALINE U3 OYKB U U(P U ¢ KOJTUYECTBOM 3HAKOB HE MEHEE
8;

7. JUis coumanbHOM CETH, MOYThl M JPYrUX CalTOB HEOOXOIUMO
MCITI0JIB30BaTh pa3Hble maposid. Toraa eciu Tedst B3JIOMAIOT, TO 3J10YMBIIIJIEHHUKH

MOJIyYaT TOCTYII TOJIbKO K OJTHOMY MECTY, a HE BO BCE Cpa3zy.

DJIeKTPOHHbIE JICHbI'U

DNEeKTPOHHBIE JIEHBIM — 3TO OYEeHb YAOOHBIM Croco0 MiaTexei, oJHaKo
CYIIECTBYIOT MOLLIEHHUKH, KOTOPBIE XOTAT MOJTYYUTh 3TH JICHBIH.

ONEeKTPOHHBIE IEHBI'M NOSIBUIMCH COBCEM HEJABHO U UMEHHO M3-3a 3TOT0 BO
MHOTHX TOCYAAapCTBAX [0 CUX IOP HE MPOIMCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHM QYHKITMOHUPYIOT U O HUX YK€ MPOIMKUCAHO B 3aKOHE, TJIe
UX pa3leisaoT HAa HECKOJIBKO BHUJIOB - AHOHMMHBIE U HE aHOHUMHBbIE. Pa3Hua B
TOM, YTO aHOHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs MPOBOAUTH onepaiuu 6e3
UACHTU(UKAIIMM  TOJb30BaTENs, a B HE AaHOHUMHBIX HJEHTU(UKAIUU
10JIB30BATEIS SIBISIETCS 00A3aTEIbHOM.

Takxe cienyer pasnuyaTb dJEKTPOHHbIE (DUATHBIE JI€HbIM (paBHbI
rOCyJapCTBEHHBIM BaJIIOTaM) M JJIEKTPOHHbIE He(pUATHBIE JCHBIU (HE paBHBI
roCyJapCTBEHHBIM BAJIIOTaM).

OcHoOBHBIE COBETHI 110 0€30MacHOi padoTe ¢ IJTEKTPOHHBIMHU JI€HbIAMM

1. [IpuBsku Kk cyeTy MOOWIBHBIM TenedoH. DTo camblii yIAOOHBIN U

OBICTPBIA CMOCOO BOCCTAHOBUTH JOCTYNl K cueTy. IlpuBsizanHblii TenedoH



MMOMOJKET, €Cu 3a0y/ellb CBOW IUIATEXKHBIM Mapoibh WIM 3aljenib Ha CalT C
HE3HAKOMOT'O YCTPOMCTBA;

2. Hcenone3yii omHopasosele maposu. I[locne mepexona Ha yCHICHHYIO
aBTOpHU3aLMIO TeOe yke He OyleT yrpoKaThb ONACHOCTh KpakH WM IepexBaTa
IJIATEKHOTO MapOJIs;

3. Bo16epu cnoxHbiil naposb. [IpecTtynHukaMm OyaeT He MpoCTo yraaaTh
CJIOKHBIN Mapoib. HanexxHele maposii — 3TO NApOJIM, KOTOpBIE COJIEpP)KAT HE
MeHee 8 3HAKOB M BKJIIOYAIOT B CeOsl CTPOUYHBIE W MPONUCHBbIE OYKBbI, HU(DPHI U
HECKOJIbKO CUMBOJIOB, TAKHE KaK 3HAK J0JUIapa, (PyHTa, BOCKIMLATEIbHBIN 3HAK U
1.11. Hanmpumep, StROng!;;

4. He BBOZM CBOM JINYHBIE TAaHHBIEC HA CATax, KOTOPbIM HE JOBEPSCIIb.

DJIeKTPOHHASA M0YTA
DJEKTPOHHAS MOYTa — ATO TEXHOJIOTHUS M MPEAOCTABIISIEMbIE €0 YCIYTH T10

MEPEChUIKE U MOJIYYEHUIO 3JIEKTPOHHBIX COOOIIEHUM, KOTOPHIE pacpeIeNsIOTCs B
KOMIBIOTEpHOU ceTh. OOBIYHO 3IEKTPOHHBIM TMOYTOBBIA SIIUK BBITJISIUT
CJIeIyI0IUM 00pa3oM: UMsI_TOJIb30BaTeNsi(@uMsl_oMeHa. Takxe KpoMme nepenadu
MPOCTOT0 TEKCTA, UMEETCS BO3MOKHOCTh MIEpe1aBaTh (ailiibl.

OcHoOBHbBIE COBETHI 10 0e30IaCHOI padoTe ¢ JIEKTPOHHOM MOYTOM:

1. Hano BbIOpaTh mpaBuiibHBINA MOYTOBBIA cepBuc. B MHTepHeTe ecTh
OTPOMHBIN BBIOOP OECIIATHBIX MOYTOBBIX CEPBUCOB, OAHAKO JIYUILIE TOBEPSTH TEM,
KOT'O 3HAEIllb U KTO MEPBBII B PEUTUHTE;

2. He yxaspiBaii B nuuHOM mouTe JW4yHyr0 uHpopmanuio. Hampumep,
JydIe BeIOpaTh «My3bIKaIbHBINA (haHaT@y nuinn «pok2013» BMecTo «temal3y;

3. Hcnonp3yil ABYX3TaNHYI0 aBTOPU3AIMIO0. JTO KOrga MOMUMO MapoJs
HYKHO BBOJUTb KOJI, IpUChUIaeMbIil 1o SMS;

4. BriOepu cnoxHbIi naposib. JJ11 KaXXa0ro MOYTOBOTO SIIIHMKA JIOJHKEH
OBITh CBOM HAJEKHBIN, YCTOMYUBBIN K B3JIOMY M1apOJib;

3. Ecnu ecTp BO3MOKHOCTH HAamMCaTh CaMOMY CBOW JIMYHBIM BOIPOC,
HCTIOJIB3YH 3TY BO3MOXKHOCTb;

6. Hcrnonb3ylh HECKOJBKO IOYTOBBIX AMIMKOB. [lepBhI 11 4acTHOMU
NEPENUCKHU C apecaTaMH, KOTOPbIM Thl JIOBEPSEIIb. JTO JIEKTPOHHBIN aJIpec HE

HaJI0 MCIIOJIb30BaTh MIPHU PErUCTpaluy Ha (popymax u caiTax;



7. He otkpeiBaii (haiinibl U Apyrue BIOKEHHS B MUCbMaX JaKe €CIH OHU
MPUILTA OT TBOWX Apy3eld. Jlydiie yTouHM y HUX, OTHPABISUIA JIU OHU TeOe 3TH
daitnbr;

8. [locne oxoH4aHHsI paOOTHI Ha MOYTOBOM CEPBHUCE IMEPE] 3aKPHITHEM

BKJIAJIKM C CAUTOM He 3a0y/1b Ha)KaTh Ha «BBIATHY.

Ku6epOyaJMHIr UM BUPTYAJbHOE M3/1€BATEILCTBO
KubepOyummHr —  mipeciefoBaHWe  COOOIIEHUSMH,  COACPKAIIUMHU

OCKOpOJIeHMS, arpeccuro, 3aIlyTMBaHUE; XYJUTaHCTBO; COLIMAJIBHOE
OOMKOTHUPOBAHUE C MIOMOIBIO PA3IMYHBIX HHTEPHET-CEPBUCOB.

OcHoBHbIE COBeTHI 10 00pble ¢ KHOEePOYVIHHTOM:

1. He Opocaiics B 6oit. Jlyummii croco0: mocoBeToBaThCS Kak ceOs
BECTH M, €CJIM HET TOro, K KOMy MOXXHO OOpaTUThCS, TO BHayaje YCHOKOUTHCS.
Ecnu Thl HauHemb OTBEYaTh OCKOPOJEHUSIMH Ha OCKOPOJEHHS, TO TOJIBKO €lle
OoJbIIIe Pa30MkKeNb KOH(PIHKT;

2. VYnpasnsii cBoeil kubeppemnyTaiuei;

3. AHOHUMHOCTB B ceTH MHUMas. CyIeCTBYIOT CLIOCOOBI BBISICHUTD, KTO
CTOMT 32 aHOHHUMHBIM aKKayHTOM;

4. He cTout Bectn XynuraHckuii 00pa3 BUpTyanbHOU *u3HU. HTEpHET

(buKcUpyeT Bce TBOM JEHUCTBHUSI W COXpaHSET UX. YJaIUTh UX OyJeT KpaiiHe

3aTPYJHUTEIBHO;
5. Benu ce0s BeXXIUBO;
6. Urnopupyit eauHuuHbldi HeratuB. OAHOpPA30BbIE OCKOPOHUTEIbHbBIE

cooOuieHust Jydmie urHopupoBaTb. OOBIUHO arpeccus MpeKpaliaercs Ha
HayvaJbHOM CTaJuM;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIICHUSIMH,
B COIIMAIBHBIX CETAX €CTh BO3MOXKHOCTH OJIOKMPOBKHM OTIPAaBKH COOOLIEHUH C
OINPEJEICHHBIX aJPECOB;

8. Ecnu Te1 cBuzaerens kuOepOysuimHra. TBow AEHCTBUSA: BBICTYNHTH
MPOTUB TIpecieIoBaTeNsl, IOKa3aTb €My, 4YTO €ro JeWCTBUS OIICHUBAIOTCS
HEraTHUBHO, MOJAJIEPKaTh >KEPTBY, KOTOPOM HYXHA TMCHUXOJOTHYecKas MOMOLUIb,

COO6HII/ITB B3POCJIBIM O (I)aKTe arp€CCMBHOIO IMOBCACHUS B CCTH.

MooOnabHbli Teaedon




CoBpemenHble cMapT(OHBI U TUIAHIIETHI COJEPKAT B ce0e BIIOITHE B3POCIIbII
(GyHKIIMOHAT, W TEMeph OHM MOTYT KOHKYPHUPOBaTh CO CTAaIlMOHAPHBIMU
KoMIbroTepamu. OHAKO, CPEACTB 3aAIUTHI IS TIOJIOOHBIX YCTPONUCTB TIOKA OYCHB
Mano. TecTupoBaHME U TIOMCK YSI3BUMOCTEH B HHUX MPOUCXOJUT HE TaK
MHTEHCUBHO, Kak jis [1K, To ke camoe kacaeTcsi U MOOUIIBHBIX MPUITOKEHUH.

CoBpeMeHHBIE MOOWJIBHBIE Opay3epbl yXKe€ MPAKTUYECKH JIOTHAJIH
HACTOJIbHBIE aHAJIOTH, OJIHAKO pacimupeHue ¢GyHKIMOHANIa BJIEYET 3a COo0oit
OOJIBIIIYIO CJIOKHOCTh U MEHBIIIYIO 3aIIUIIEHHOCTD.

Jlaneko He Bce MPOU3ZBOAMTENU BBITYCKAIOT OOHOBJICHMS, 3aKpbIBAIOIINE
KPUTHYECKUE YSA3BUMOCTH JIJISl CBOUX YCTPOUCTB.

OcHOBHbBIE COBETHI 1JIf1 0€30MACHOCTH MOOHMJIBLHOTO TeJie(pOHA:

1. Bynb ocroposkeH, BeAp Koraa TeOe mpeayiaraloT OecriaTHbI KOHTEHT,
B HEM MOTYT OBITh CKPBITHI KAKUE-TO TUIATHBIE YCIYTH;

2. Hywmaii, npexae yeMm otnpaBuTh SMS, ¢oto wim Bumeo. Twl TouHO

3HAEIllb, I'7I€ OHU OYyT B KOHEUHOM UTOre?

3. Heobxoaumo 0OHOBIIATH ONEPALMOHHYIO CUCTEMY TBOEr0 cMapT(hOHa;
4. Hcnonb3yil aHTUBUPYCHBIE IPOrPaMMBbI 11 MOOMIIBHBIX TEJIE(POHOB;
3. He 3arpyxail npuitokeHust OT HEM3BECTHOIO MCTOYHHUKA, BEIb OHU

MOTYT CO/IEPKaTh BPEAOHOCHOE TIPOTpaMMHOE 00eCTIeUeHNUE;

6. Ilocme Toro kak Thl BBHIMACHIL C caifTa, TA¢ BBOAWI JINYHYIO
uH(}opMaIHio, 32K B HACTPOITkK Opay3epa U yaainu cookies;

7. llepuoanyecku MPOBEpsi KaKWe TUIATHBIC YCIYTHM aKTHUBHPOBAHBI Ha
TBOEM HOMEPE;

8. JlaBaii cBoli HOMEp MOOWJIBHOTO Tele(oHa TONBKO JIOISM, KOTOPHIX
ThI 3HACIIb U KOMY JIOBEpsICIlIb;

9. Bluetooth momxeH ObITH BBIKIIIOUEH, KOT/Ia Thl UM HE TOJIb3YELIbCS.

He 3a0b1Baii mHOrJ@ IPOBEPATH 3TO.

DOUIUHT WIN KpPaiKa JUIHbIX NaHHbIX

['maBHass uenp ¢GUIUUHT - BUAAa HHTEpHET-MOLIEHHUYECTBA, COCTOUT B
MOJIyYeHUH KOH(GUIECHIMATBHBIX JAHHBIX MOJb30BaTeNeil — JIOTMHOB U MapoJjei.
Ha anrnmiickom si3bike phishing uuraercs kak ¢umumnr (ot fishing — pwiOnas
JIOBJIsA, password — maposn).

OcHoBHbIE COBeTHI 10 00pb0e ¢ PUIIMHIOM:



1. Cnenu 3a cBoMM akkayHTOM. Eciu Thl momo3peBaellb, YTO TBOS
aHkera ObUIa B3JIOMaHa, TO HEOOXOAUMO 3a0JOKHUPOBaTH €€ M COOOLIUTH
aIMUHUCTPATOPaM pecypca 00 3TOM KaK MOKHO CKOPEE;

2. Hcnonb3yil Oe3omacHble BEO-CailThl, B TOM 4YHCIIE, HHTEpPHET-
Mara3uHOB U MTOMCKOBBIX CHCTEM;

3. Ucnons3yit cioxkHble U pa3Hble mapoiu. TakuM oOpa3zoM, eciiu TeOs
B3JIOMAIOT, TO 3JOYMBIIUICHHUKH IOJNy4aT JOCTYI TOJBKO K OJHOMY TBOEMY
npoduIto B CETH, a HE KO BCEM;

4. Ecnu Tebst B31oManu, TO HEOOXOIMMO MPEAYNPEAUTh BCEX CBOUX
3HAKOMBIX, KOTOpbIE 100aBieHbl y T€OS B IPY3bsAX, O TOM, UTO T€Os B3JIOMAJU U,

BO3MOXXHO, OT TBOCTO HMCHH 6y,[[€T PacChlIaThCA CIIaM U CCBIJIKH Ha (1)I/IIHI/IHFOBI:I€

CalTHI;
5. YcranoBu HagexHbId apois (PIN) Ha MoOWIBHBIN TenedoH;
6. OTkJiTroun coXpaHeHue mapodsi B Opaysepe;
7. He oTkpsiBaii ¢ailibl u Apyrue BIOKEHHS B MHUCbMaX JaXXe €CIH OHH

NPUILUIM OT TBOMX Apy3ell. Jlydllle yTOUHM y HMX, OTHPABIISUIA JIU OHU TeOe 3TH

(aiimsl.
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